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Executive Summary

In 2022, Clearview AI, a US-based facial recognition company,
was fined by multiple European regulators for unlawful data
practices. The UK Information Commissioner’s Office (ICO)
imposed a £7.5 million fine, while regulators in France,
Italy, and Greece levied additional penalties. The core issue:
Clearview AI scraped billions of publicly available facial
images from social media and websites without consent, then
used this data to train AI-powered facial recognition tools
offered to law enforcement and commercial clients.

This case is a cautionary tale for enterprises experimenting
with AI-driven marketing, customer analytics, or identity
verification. It demonstrates that “publicly available” does
not mean “legally usable.” GDPR and other data protection laws
impose strict requirements on data provenance, lawful basis,
and transparency. Innovation cannot come at the cost of
compliance.

This whitepaper explores the Clearview AI case, 1its regulatory
fallout, and the critical lessons enterprises must learn. We
focus on data lineage, lawful basis for AI training, and the
importance of building defensible compliance frameworks before
ingesting third-party data.

The Clearview Al Case: A Timeline of Non-Compliance

Founded in 2017, Clearview AI built a facial recognition
platform by scraping over 20 billion facial images from across
the internet — including Facebook, Instagram, LinkedIn, and
other sites. These images were used to train AI algorithms
capable of matching faces against this massive dataset.
Regulators 1intervened for several reasons:

1. Lack of Consent - Individuals had not consented to their
images being collected or processed.

2. Absence of Lawful Basis - Clearview AI could not
demonstrate a GDPR-compliant legal ground for data
processing.

3. Transparency Failures - Data subjects were unaware that
their personal data had been collected or used.
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4. Data Subject Rights - Clearview AI did not provide
mechanisms for erasure or access, breaching GDPR Articles
12-23.

By 2022, the company faced enforcement actions across Europe,
culminating in fines, orders to delete data, and restrictions
on operations.

Why This Case Matters for Enterprises

Although Clearview AI targeted law enforcement, its lessons
extend directly to enterprises pursuing AI-driven marketing,
analytics, or fraud detection. The risks are clear:

e Public Data # Free Data - Just because data s visible
online does not make it legally reusable.

e Training Data Liability - Organisations are responsible
for ensuring AI training datasets comply with GDPR and
other data protection laws.

e Reputational Fallout - Clearview AI became a global
headline not for innovation, but for unethical practices.

e Regulatory Consequences - Fines in the millions and
mandatory deletion of core datasets demonstrate
regulators’ willingness to act.

For enterprises, this means AI adoption cannot be separated
from data governance.

The Compliance Risks of Al Data Practices

AI models are only as compliant as the data they are trained
on. The Clearview AI case underscores three key risk areas:
1. Data Lineage Gaps
Without clear documentation of where training data originates,
enterprises cannot prove compliance if regulators 1investigate.
2. Lawful Basis Failures
GDPR requires a legal ground for processing personal data
(consent, contract, legal obligation, vital interests, public
task, or legitimate interests). Clearview AI could not justify
its use of scraped images.
3. Rights Management
GDPR grants individuals the right to know how their data is
used and to request deletion. Training sets built from
uncontrolled scraping make this impossible to honour.
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Why “Innovative” Does Not Excuse Non-Compliance

Clearview AI positioned itself as innovative, arguing that
large-scale scraping was necessary for effective AI
performance. Regulators rejected this logic. Innovation does
not override compliance obligations.

This is a critical message for enterprises exploring new AI
use cases 1in marketing or analytics. Regulators will not
accept “technical necessity” as a defence if data provenance,
lawful basis, or individual rights are dignored.

Building Data Lineage into Al Development

Enterprises must be able to trace the origin, consent status,
and legal basis of every data point used to train or operate
AI. This requires robust data lineage processes:

1. Data Source Mapping
Catalogue all training datasets, including origin, collection
method, and contractual rights.

2. Consent and Contractual Review
Verify that all data has appropriate consent or contractual
permissions for 1its intended use.

3. Metadata Tagging
Attach provenance and rights metadata to datasets, ensuring
downstream use respects restrictions.

4. Retention and Deletion Policies
Implement processes to delete training data when rights are
withdrawn or retention limits expire.

5. Audit Trails
Maintain evidence to demonstrate compliance in the event of
regulatory investigation.

Establishing Lawful Basis for Al Training

Clearview AI’s downfall was 1its 1inability to identify a lawful
basis for data processing. Enterprises must align AI training
with GDPR principles by:
e Consent - Explicit, informed consent from individuals
where possible.
e Legitimate Interest - Justifiable only where processing
does not override individuals’ rights.
e Contractual Necessity - Applicable where data processing
is required to fulfil a customer contract.
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Each AI use case must be mapped to a specific lawful basis,
documented, and tested against proportionality and necessity
criteria.

Consumer-Facing Transparency Obligations

Transparency is a core GDPR principle. Enterprises must ensure
individuals understand how their data is used in AI systems.
Best practices -include:

e Privacy Notices - Clear, accessible statements on data
collection and AI training purposes.

e Consent Management - Interfaces for granting, refusing,
or withdrawing consent.

o« Data Subject Rights Portals - Mechanisms for individuals
to request access, deletion, or correction of data used
in AI.

e Explainability Tools - Summaries of how AI models use
personal data in outputs.

Transparency not only reduces regulatory risk but also builds
trust with customers.

Compliance Framework for Al Data Practices

To prevent Clearview-style non-compliance, enterprises should
implement a defensible AI data governance framework:

1. Strategic Oversight (C-Suite & Board)
Define corporate policy on ethical data use and AI risk
appetite.

2. Compliance Oversight (Legal & DPOs)
Map AI systems against GDPR requirements, ensuring lawful
basis and rights mechanisms.

3. Operational Oversight (IT & Data Teams)
Build data lineage systems, metadata tagging, and audit
trails.

4. Independent Oversight (Auditors & Ethics Boards)
Commission external audits of AI training datasets and
compliance frameworks.

Lessons Learned from Clearview Al

The Clearview case offers clear lessons for enterprises:
e Scraped # Safe - Publicly accessible data is still
personal data under GDPR.
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o« Data Lineage is Non-Negotiable - Organisations must prove
the origin and legality of training data.

e Innovation is Not a Defence - Regulators prioritise
compliance over novelty.

e Transparency Builds Resilience - Consumers and regulators
trust enterprises that explain their AI practices openly.

Strategic Recommendations

To avoid Clearview-style enforcement, enterprises should:
1. Conduct Data Lineage Audits
Review all AI datasets for provenance, consent, and lawful
basis.
2. Establish Lawful Basis Documentation
Map every AI use case to GDPR-compliant legal grounds.
3. Implement Transparency Controls
Enhance privacy notices, rights portals, and explainability
features.
4. Strengthen Vendor Contracts
Ensure third-party data suppliers provide warranties on
provenance and consent.
5. Prepare for the EU AI Act
Classify AI systems under the Act and prepare documentation
for high-risk applications.
6. Partner with AI Compliance Specialists
Engage consultancies such as Strategic AI Guidance Ltd to
design defensible compliance frameworks.

Conclusion

Clearview AI’s multi-million-pound fines demonstrate that data
provenance is not optional. Training AI on scraped,
uncontrolled datasets creates not only legal liability but
also lasting reputational damage. Enterprises must ensure that
their AI innovation strategies are matched by rigorous
compliance frameworks.

By embedding data lineage systems, establishing lawful bases,
and prioritising transparency, organisations can harness AI’s
potential without risking regulatory shutdowns or public
backlash.

Strategic AI Guidance Ltd helps enterprises implement these
compliance frameworks, ensuring that AI innovation 1is both
powerful and defensible.
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