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Executive Summary

In 2023, the UK Information Commissioner’s Office (ICO) fined
TikTok £12.7 million for failing to prevent under-13s from
accessing its platform. At the heart of the case was the
company’s use of AI-powered recommendation systems to process
children’s data without lawful consent. The fine highlighted a
critical vulnerability in the deployment of AI-driven
personalisation: without robust governance, age-gating, and
consent management, recommendation engines can expose
enterprises to regulatory enforcement and reputational harm.
This case study is a warning for enterprises deploying AI-
driven recommender systems in retail, media, or online
platforms. While personalisation drives engagement and
revenue, the legal and ethical stakes are high when vulnerable
groups such as minors are involved.

This whitepaper examines TikTok’s fine as a case study 1in
compliance failure, outlines the risks of AI-powered
recommendation systems, and provides a framework for
enterprises to design “compliance-by-default” AI products that
protect minors’ data, align with GDPR, and anticipate the EU
AT Act.

The TikTok Case: A Timeline of Enforcement

In April 2023, the UK ICO announced 1its decision to fine
TikTok for multiple GDPR violations, specifically:

1. Unlawful Data Processing of Children’s Data
Between May 2018 and July 2020, TikTok allowed up to 1.4
million children under the age of 13 to access 1its platform.
Their personal data was collected and processed without
parental consent.

2. Weak Age-Gating Controls
TikTok failed to implement effective mechanisms to verify user
ages, relying instead on self-declaration, which was easily
circumvented.

3. AI Recommendation Systems
TikTok’s algorithms continued to profile and serve
personalised content to underage users, compounding the data
protection breach.
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The ICO concluded that TikTok did not do enough to ensure that
children’s data was processed lawfully, fairly, and
transparently. The £12.7m fine sent a clear message: AI-driven
personalisation does not excuse compliance failures.

Why This Case Matters for Enterprises

TikTok’s fine is not just a social media issue — it applies to
any enterprise deploying AI recommender systems. The
implications are significant:

e Personalisation # Exemption from GDPR - AI profiling
still requires lawful bases for data collection and
processing.

e Children’s Data is a Regulatory Hotspot - Regulators
prioritise child protection and impose severe penalties
for failures.

e« Consent Management is Non-Negotiable - Organisations must
implement verifiable, auditable consent tracking,
especially for minors.

e Algorithmic Systems are Within Scope - Recommendation
engines are “high-risk” under the EU AI Act, requiring
strict governance.

In short: AI recommender systems that lack compliance-by-
design will expose enterprises to fines, lawsuits, and
reputational damage.

The Risks of Al-Powered Recommendation Engines

Recommender systems create three core risk categories for
enterprises:
1. Data Protection Risks
o Profiling without lawful basis (GDPR Articles 6, 9).
o Processing children’s data without parental consent.
o Failing to honour rights to access, rectification, and
erasure.
2. Ethical Risks
Algorithmic reinforcement of harmful behaviours (e.g.,
addictive use, body image issues).
Targeting vulnerable groups with manipulative content.
. Regulatory Risks
GDPR fines for unlawful processing.
Forthcoming EU AI Act classification of recommender
systems as “high-risk,” triggering documentation,
monitoring, and human oversight requirements.
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The TikTok fine demonstrates that these risks are not
theoretical — regulators are already acting.

Why Banning Personalisation is Not the Answer

Some enterprises may be tempted to limit or disable
recommendation engines to avoid compliance risks. However,
recommender systems are central to user experience and
commercial growth. From Netflix’s viewing suggestions to
Amazon’s product recommendations, personalisation 1is a
competitive necessity.

The solution is not prohibition but responsible desqign:
building AI systems that meet compliance obligations while
maintaining engagement and innovation.

Risk Frameworks for Al Recommender Systems

Enterprises should adopt structured frameworks to identify,
monitor, and mitigate risks in recommender systems. A robust
framework includes:
1. Risk Identification
o Map all data 1inputs (demographics, behaviour,
preferences).
o Identify whether sensitive groups (children, vulnerable
users) are involved.
2. Regulatory Alignment
Map each use case to GDPR obligations.
o Classify systems under the EU AI Act to determine “high-
risk” obligations.
3. Bias and Impact Testing
o Test outputs for disproportionate impacts on vulnerable
groups.
o Conduct simulations to identify harmful recommendation
patterns.
4. Governance Controls
o Document data lineage and consent status.
o Implement explainability tools to make recommendations
auditable.
5. Human Oversight
Provide escalation pathways where algorithmic
recommendations may cause harm.

Protecting Minors’ Data: Compliance by Default
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Children’s data is a regulatory flashpoint. Enterprises must
design AI systems that default to protection rather than
exposure. Best practices include:

e Age Verification Mechanisms - Use robust methods (e.g.,
identity checks, AI-based age estimation) rather than
self-declaration.

e« Parental Consent Tracking - Implement digital consent
systems that are auditable and revocable.

e Minors’ Data Minimisation - Collect only what is
necessary for service provision, not for profiling.

e Restricted Profiling - Exclude under-18s from behavioural
profiling unless consent is explicit and verifiable.

e Child-Friendly Transparency - Provide privacy notices and
explanations in accessible, age-appropriate language.

These safeguards align with both GDPR and international child
protection standards.

Designing Compliance-by-Default Al Products

To avoid TikTok-style enforcement, enterprises must embed
compliance principles into AI product design from the outset:
1. Privacy by Design
Incorporate GDPR principles into architecture, ensuring data
minimisation, purpose limitation, and secure processing.
2. Consent by Default
Treat consent as the default requirement for personalisation,
particularly when vulnerable groups are 1involved.
3. Transparency by Desqign
Deliver explainable recommendations with accessible “why am I
seeing this?” features.
4. Ethics by Design
Engage ethics boards or external advisors to assess potential
harms of recommendation outputs.
5. Monitoring by Design
Build real-time dashboards for detecting anomalies, biases, or
harmful content trends.
Compliance-by-default shifts AI from being a liability to
becoming a resilient, trust-building asset.

Governance Framework for Al Recommendations

Enterprises should institutionalise governance for recommender
systems with a multi-layered model:
1. Strategic Oversight (Board & C-Suite)
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o Define policies for AI personalisation and child
protection.
o Approve ethical principles for recommender system
design.
2. Compliance Oversight (Legal & Risk Teams)
Map recommendation use cases against GDPR and AI Act
obligations.
o Conduct Data Protection Impact Assessments (DPIAs).
3. Operational Oversight (IT & Product Teams)
Implement age-gating, consent management, and
explainability tools.
Test systems for bias and harmful outputs.
. User Oversight (Employees & Customers)
Train staff on ethical AI principles.
Provide users with transparency and opt-out controls.

@)

O 0 N O

Lessons Learned from TikTok

The TikTok fine offers several key takeaways:

e Child data is heavily protected - Processing without
lawful consent is a high-risk breach.

e Weak age controls are unacceptable - Self-declaration
systems no longer satisfy regulators.

e Recommendation engines are not exempt - AI
personalisation 1is fully within GDPR’s scope.

e Compliance must be proactive - Waiting for enforcement is
costly and reputationally damaging.

Strategic Recommendations

To ensure responsible AI recommendations, enterprises should:
1. Conduct a Recommender Risk Audit
Map all AI-powered recommendation use cases against GDPR and
AI Act obligations.
2. Strengthen Age and Consent Controls
Implement verifiable, auditable systems for age verification
and parental consent.
3. Embed Compliance into Design
Adopt compliance-by-default principles 1in product
development.
4. Enhance Transparency Tools
Provide explainability features that make recommendations
understandable to all users.
5. Prepare for the EU AI Act
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Ensure recommender systems classified as high-risk meet
conformity and monitoring requirements.

6. Engage Specialist Partners
Work with consultancies such as Strategic AI Guidance Ltd to
build tailored governance frameworks.

Conclusion

TikTok’s £12.7m fine demonstrates how AI-powered
personalisation can quickly become a compliance hazard when
vulnerable groups are not protected. For enterprises, the
lesson 1is clear: recommender systems must be designed with
child protection, consent management, and transparency built
in from the outset.

By adopting risk frameworks, embedding compliance-by-default,
and strengthening governance, enterprises can deploy
recommendation engines that deliver engagement and revenue
without incurring regulatory risk.

Strategic AI Guidance Ltd helps organisations design and
implement compliance frameworks for recommender systems —
ensuring AI +dinnovation 1is safe, ethical, and legally
defensible.



